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Core global revenue due to GNSS: S76B

GSA 2015 market report

Enabled global revenue due to GNSS: $278B

GSA 2015 market report

Economic cost to UK of 5-day GNSS outage: $7.2B

“Economic Impact on the UK of a disruption to GNSS,” London Economics, 2017
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GNSS BENEFITS
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Q: Will GNSS remain the pre-eminent
worldwide source for positioning,
navigation, and timing (PNT)?



A: Unfortunately, serious GNSS vulnerabilities
need addressing; these may be unfixable.



Two schools of thought:

(1) Fix GNSS

(2) Seek stand-alone
alternative sources of PNT



PTA

APNT

Protect Alternative
Toughen Positioning
Augment Navigation

Timing



Bradford Parkinson, Architect of GPS, “Nibbles,” 2012



use that are more resilient and less
vulnerable.”

uuuuu

Former Sec. Defense Ash Carter giving Drell Lecture
at Stanford in 2015



JamminG

Jamming-treates noise which prevents GNS5 recaivers
from locking on to-authentic GNSS satellifas.
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But cost asymmetry favors the jammer:
1 kW jammer cost: ~S200
Cost for enough jammers to deny service in 200-km-radius zone: ~S2 M
Jamming power now remains constant with altitude
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A coded jammer (or meacon) is more potent than uncorrelated wideband
jammer: Each coded signal produces a correlation peak competitor that must be
distinguished from authentic peak.
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interference resistance (expensive!) would
not prevent a determined adversary from

cost-effectively denying GNSS over an area
the size of Colorado.
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Q: Could directed energy weapons damage
GNSS satellites?



Directed energy: current technology could jam but not damage: Recently-completed Chinese
FAST radio telescope is largest in world: 300-meter diameter steerable aperture. If used to focus
energy of a massive 466 MW magnetron, power flux at MEO would be only 20 Watts per square
meter, less than 1/50 of solar irradiance.




A
Directed energy: future technology (e.g., space lasers)
could damage GNSS satellites




“[An influential view within China] is that this next phase [of warfare] will be
characterized by combining manipulations of “Big Data” and increasing
autonomy/artificial intelligence, with directed energy weapons at the core.”

Fisher, R. D. "China’s Progress with Directed Energy Weapons." International Assessment and Strategy Center, Washington, DC (2017).



Q: Could direct-ascent kinetic ASAT
weapons destroy GNSS satellites?



May 2013: Chinese
launched experimental
direct-ascent ASAT
weapon that reached
beyond GPS orbit.

Direct-ascent ASAT could destroy individual satellites, but it would be
impractical to take out full GPS constellation.




SPOOEING

Spoofing mimics authentic GNSS satellites fo hijack GNSS5
receiver fracking loops.
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Q: Is the GNSS spoofing vulnerability only
theoretical, or has it been proven by
experiment?



Building the
first publicly-
acknowledged

GPS spoofer,
2008

Humphreys, Todd E., et al. "Assessing the spoofing threat: Development of a portable GPS civilian

spoofer." Proceedings of the 21st International Technical Meeting of the Satellite Division of The Institute of
Navigation (ION GNSS 2008). 2008.
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White Rose of Drachs: 65-meter, SS0OM research laboratory in the Mediterranean
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Q: Are GNSS vulnerabilities being exploited
in the wild, or are they only laboratory
phenomena?
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Black Sea Spoofing Activity
January 2016-November 2018
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Capable turnkey GNSS spoofer can no be purchased
for less than $300




Q: Can LEO SVs be used for global GNSS
interference monitoring?



A flexible, science-grade GNSS receiver in low-earth orbit (LEO) would enable
continuous global monitoring and characterization of GNSS interference
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February 2017: FOTON SDR installed on International Space Station
Science mission: lonospheric sensing via radio occultation and airglow meas.
Collaborators: Naval Research Lab, Cornell, University of Texas, Aerospace Corp.




= ken@krypton:/kKrypton/datastore/wardriving/test_cdma_static

GRID Software
Receiver

Low-Cost Multi-Band Front End

Storage

Fle Edit View Terminal Tabs

GRID: GNS5 Receiver Implementation on a DSP
Receiver time: B weeks 180.0 seconds Build ID:
GPS time: 1614 weeks 420804.0 seconds

Help

Doppler C/NB

(cycles) [meters) (dB-Hz)

GPS L1 CA Channels
-84652.33 20970819.
-407260.24 17911221.
-4p4719.60 19517361.
-364865.93 19396012.9
491250.95 20277683.

-83459. 17642996.
-79057.69 168088631.

124752. 20124323.

CDMA_UHF_PILOT Channels
1682 .6/9 7622543.03 60.0
CDMA_UHF_PILOT_ALT1 Channels
265.49 472073.22 58.3
Nawvigation Data
-745467 .08 Y: -5462655.72 Z: 3196399.33 deltRx: -3465078.67
0.15 Yvel: 0.16 Zvel: -0.085 deltRxDot:

Software-defined radio is a key asset for agile and assured PNT.
The University of Texas GRID receiver is the result of 14 years of development.
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Q: Is Black Sea spoofing detectable Iin =7 C4ADS
raw |F data captured on the ISS? | Frotnorpeo

OpenStreetMap contributors @ CARTO



March-May 2018: Raw IF samples captured near Black Sea on 3 separate days
60-second recordings sent via NASA’s communications backbone to NRL and thence
to UT for processing with latest version of GRID




Power
Spectra

L1: 1575.42 MHz L2:1227.6 MHz




Maximum

Minimum

250 kHz rounded prominence at L1 waxes and wanes with an approximately 5 sec. period
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The Syrian interference source employs coded jamming. Its purpose
appears to be denial of GPS service, but it achieves this by spoofing each
of the GPS L1 C/A PRN codes (albeit without LNAV modulation).
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IQ accumulations |

False signal

Authentic signal
in interference
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under clean
conditions




Doppler time history
for false PRN 10 signal
from day 144 capture

Doppler model
nonlinearly related to
transmitter position, — oy /1—¢c [5t — 57 (1 — 57 )] A+ w
but also strongly fD R/ R ! R /
affected by transmitter
clock error rate.




Doppler time history
for false PRN 10 signal
from day 144 capture

Marginal
contribution of TX
frequency instability
to a single-pass
geolocation error
ellipse semi major
(a) and semi minor

(b) axes

ox10°

" ~ B
- -1.6

Clock Quality

TCXO
Low-quality OCXO
OCXO

h_2 a (m)
3x 10721 6900
3Ix 10723 720
Ix 107 67

b (m)

690
72
7.4
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Analysis of the
estimated clock

frequency rate for - 1 1
days 74 and 144 (2 ) — 1 6 1 O
revealed an Allan O-y y/ T y, T ° X

deviation consistent
with an OCXO

Post-fit residuals of
Doppler time history
assuming estimated
transmitter location

and clock rate offset
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Khmeimim Air Base, Syria

‘ environment on the planet.”
- Gen. Raymond Thomas, commander
T U.S. Special Operations Command
e : ,



Interference from Syria is also evident
in the carrier-to-noise-ratio observables
continuously produced by the GRID

receiver under normal operation
20.6 20.8

2102
Time in hours since first epoch
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To maximize detectability, CINR observations must be pre-processed to compensate for
predictable variations due to PRN (j), frequency (f), range (5,-), satellite off-boresight angle (zy),
and receiver off-boresight angle (z,.).
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Model-compensated receiver-reported CINR as ISS overflies interference zones
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Heat map based on standard 1-Hz L1 C/NO data from ISS GRID receiver from March 2017 to June
2020. The interference source in Syria is clearly evident, with a pattern asymmetry due to the
receiver’s antenna pointing aft. A second source near Libya is also evident.
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Heat map based on standard 1-Hz L2 C/NO data from ISS GRID receiver from March 2017 to June
2020. Interference from Syria is evident, as is a persistent signature in mainland China at

approximately 32 N, 114 E.




given interference waveform on an GNSS
receiver?



r(t) =rs(t) +ri(t) + n(t)
A Pr=Ps+ Pr+ P,

%
3
/S

S (f) = No—_

_—Srg




tr loops

r(t) =rs(t) +ri(t) + n(l) )_@ Y o, ()dt \a Vi = Ik +5Qx » to tracking

A tk+l =t + 1,

[(t) = Cy(t — 7) exp[jO(t)]

I(t) = rj(t)Ci(t — 7) exp[j0(t)]
Si(f) =Sc,(f)* Sy, (f) xo(f + fp)
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jamming? In other words, for a fixed
interference power P; what S, maximizes

I,?

Wrg /2
b= [ S.(PSaln) df

Wrg/2
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this most potent waveform?

Srr(f)
\

Su(f) = No—_

HaYAl ImAva

—WrE 0 WrEg ?
2 2




this most potent waveform?

A: It’s too easy to

defeat: a simple

notch filter will do

the trick.

S,

Su(f) = No—_
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S
FE
2
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ard to reject), the jamming signal has to
produce high Iy but avoid being sparse in
some domain (e.g., time, frequency, code
space, direction of arrival). A continuous
matched-spectrum sighal coming from
multiple directions is both power-efficient
and non-sparse (difficult to excise).



x 108 _
Spoofed signal

1 /
1.54

Authentic signal

5000
0
0 5000 wp/(27) (Hz)




of service than jamming: a 1W spoofer is
more potent than a 1kW matched-
spectrum jammer at the same stand-off
distance

B B
o must be 31.8 dB to deny service. For DOS
via spoofing it need only be 0 dB.

For a typical CINR acquisition threshold of
2TC n = 30 dB-Hz,
]/I _|_ 10 log —_— the received jamming-to-signal power ratio
10 3




most effective for resisting interference? In
other words, what 5, minimizes I?

WFE/2
Iy = / S, (1)Sc,(f) df
_WFE/2



better. M-Code
BOC(10,5) is an
excellent example.




Q: How do we build a resilient PNT box?



Q: First, how do we authenticate GNSS
signals?



TABLE I: Cost-Ranked Matrix of GNSS Spoofing Attack and Detection Techniques

Detection ‘ Attack Techniques
Techniques | A1 | A2 | A3 | Ad | A5 | A6 | A7 | A8 | A9 | Al0 | ATl | Al12 | AI3
D1 X X X X X X X X X X X X X
D2 ~ VX[ X~ x| X | X[ XxX] X ]| ~]X]|X
5 V|V VIV |V~ |~ V|V [V V[~ ]~
D6 X [V |V I X | X |V | X |V |V ]| X | X |V | X
D7 X |V | V]|~ | X |V |~ |V |V |~ | X |V |~
DS X |V |V IV I IX|VI|VIVI IV IV I X ]|V ]|V
DY ~ | VIV~ Y~
D10 VIV Y~~~ ~ ]~
D11 VIVIVIVIVIVI VX~~~ ]~ ]~
D12 X | VIV IV x|V IVIVIVIV I IX]| V]V
D13 X |V |V IV I IX |V IVI|IVI VIV | x|V |V
Attack Techniques Key Detection Techniques Key
Al Meaconing, single RX ant., single TX ant. D1 Pseudorange-based RAIM
A2 Open-loop signal simulator D2 Observables and RPM
A3 RX/SP, single TX ant., no SCER D3 Correlation fcn. distortion monitoring
A4 RX/SP, single TX ant., SCER D4 Drift monitoring (clock offset, IMU/position)
A5 Meaconing, multi. RX ants., single TX ant. D5  Observables, RPM, distortion, and drift monitoring
A6 Nulling RX/SP, single TX ant., no SCER D6 NMA*
A7 Nulling RX/SP, single TX ant., SCER D7 NMA™ and SCER detection
A8  RX/SP, single TX ant., sensing of victim ant. motion D8  Asymmetric-key SSSC*
A9  RX/SP, mult. TX ants., no SCER D9  NMA*, SCER detection, RPM, and drift monitoring
A10  RX/SP, mult. TX ants., SCER DI0O  Multiple RX antennas
All  Meaconing, multi. RX ants., multi. TX ants. DIl Moving RX antenna
A12  Nulling RX/SP, mult. TX ants., no SCER D12 Dual-RX correlation of P(Y) or M codes
Al13  Nulling RX/SP, mult. TX ants., SCER D13 Symmetric-key SSSC* [e.g.., P(Y) equiv.]




Q: Next, how do we prevent denial of PNT?
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obust, precise, high-integrity PNT for self-driving cars
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Emphasis on high-integrity PNT: Precise dual-antenna GNSS, three radar units, stereo
cameras, inertial sensing, stable internal clock, LTE comm:s.




test antenna

The ATLANS-C “smartly” couples a

tactical-grade IMU with a Septentrio RTK
receiver

1-sigma reported uncertainty ranged
from 2cm to 20cm
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