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What is Galileo OSNMA
‒ OSNMA stands for Open Service Navigation Message Authentication

‒ It is a mechanism to authenticate the Galileo data used to calculate a position:

‒ Satellite orbits, clock corrections, additional data (flags, SISA, biases), ionospheric information: ADKD0 
(30s key delay), ADKD12 (330s key delay)

‒ Galileo System Time (GST) to UTC and GPS Time conversion parameters: ADKD4

‒ It is transmitted in 40 bits every 2 seconds in the Galileo E1 I/NAV (1575.42 MHz)

‒ It is equivalent to a Galileo “digital signature”

‒ It makes the signal unpredictable

‒ Galileo OSNMA is the first-ever civil GNSS authentication capability

OSNMA
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Galileo OSNMA
‒ How does it work?

‒ The OSNMA 40-bit field transmits short (also 40 bit) message authentication codes (MACs), or tags, using a secret key

‒ The tags carry an ‘information’ field with: what authentication type and key delay (ADKD): 0, 12, 4; what satellite is 
authenticated, and some other information

‒ After 30 seconds (ADKD0, ADKD4), the previously secret MAC key is disclosed, allowing the receiver to authenticate 
the data

‒ The protocol includes a so-called TESLA keychain to authenticate the key, and other cryptographic layers (Public Key, 
Merkle tree), plus some status parameters

‒ Galileo OSNMA protocol is better suited for high-loss low-bandwidth channels such as those of GNSS

‒ The receiver needs an external synchronization of 30s-300s accuracy to ensure the whole signal stream is not a replay 
with spoofed data

• NMA Header: General status (test, operational…), 
crypto status (nominal, new key, revoked…)

• DSM: Digital Siguature Message: signs root TESLA 
key chain or public key

• Tag: authenticate orbits and clocks or time, of
current or near satellite

• TESLA Chain Key: authenticates the tags of the 
previous subframe
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- GNSS nowadays is a utility, but it is subject to 

interference:

- Jamming -> Denial of Service 

- Spoofing -> Misleading information, with 

hazardous consequences

- Both GNSS spoofing and jamming are happening 

today, massively. Spoofing threat has moved from 

the lab (2000s) to the field (2020s)

- GNSS is one of the few digital data that was not yet 

authenticated Shepart et al., Evaluation of Smart Grid and 
Civilian UAV Vulnerability to GPS Spoofing Attacks, 

2012 

GPSwise.aero
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Why Galileo OSNMA

What can OSNMA do?
- Ensure data is protected, but data-authentic PVT 

can also be spoofed
- OSNMA makes the signal unpredictable and more 

difficult to replay
- Combined with receiver checks, it is very 

complicated to spoof an OSNMA receiver
- GNSS can be combined with other sources (INS, 

LEO, terrestrial…) for resilient PNT
- OSNMA does not require major changes to the 

receiver, but proper implementation is required:
- Cryptographic operations
- Receiver logic: data-authentication is not PVT 

authentication
- Time synchronization requirement
- Integration with other checks
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• 2013-2015: first concepts and SIS testing, OSNMA end-to-end design and proof-of-
concept

• 2016-2018: OSNMA formally introduced in Galileo service baseline; first full OSNMA test 
specs published

• 2019-2021: OSNMA developed in European GNSS Service Centre (GSC). First continuous 
SIS and start of OSNMA Public Observation Phase 

• 2022-2025: OSNMA refinements and operational validation and accreditation

‒ 24 July 2025: OSNMA Initial Service Declaration

• 2026: SAS initial capability (testing) in E6C

• Post-2027: OSNMA enhanced service milestone, including better performance and new 
authentication messages (e.g. GPS L1C/A); SAS initial service; OSNMA G2 

Sources: FhG, EUSPA; osnmalib.eu
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• OSNMA authenticates Galileo navigation message (orbits, clocks, 
flags, ionosphere, time). It is the first-ever GNSS global and civil 
authentication capability

• Spoofing attacks are happening massively every day. OSNMA makes 
spoofing much more difficult, especially when benefiting from other 
receiver checks and signal unpredictability

• OSNMA launched operationally on 24 July 2025. Galileo will continue 
enhancing authentication services over the next years (SAS, OSNMA 
enhancements, G2G)



Ignacio Fernandez-Hernandez, European Commission, DG DEFIS D2 

Thank you
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