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What is Galileo OSNMA Galileo
— OSNMA | oat] ot ° OSNMA
stands for Open Service Navigation Message Authentication

— It is a mechanism to authenticate the Galileo data used to calculate a position:

— Satellite orbits, clock corrections, additional data (flags, SISA, biases), ionospheric information: ADKDO
(30s key delay), ADKD12 (330s key delay)
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— Galileo System Time (GST) to UTC and GPS Time conversion parameters: ADKD4
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— It is transmitted in 40 bits every 2 seconds in the Galileo E1 I/NAV (1575.42 MHz) e -
— Itis equivalent to a Galileo “digital signature” i 3873 i

Data k (1/2)

Total (bits) | |

— |t makes the signal unpredictable

NMA is the first-ever civil GNSS authentication capability
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Galileo OSNMA

— How does it work?

— The OSNMA 40-bit field transmits short (also 40 bit) message authentication codes (MACs), or tags, using a secret key

Galileo
° o A

— The tags carry an ‘information’ field with: what authentication type and key delay (ADKD): O, 12, 4; what satellite is
authenticated, and some other information

— After 30 seconds (ADKDO, ADKD4), the previously secret MAC key is disclosed, allowing the receiver to authenticate

the data

— The protocol includes a so-called TESLA keychain to authenticate the key, and other cryptographic layers (Public Key,
Merkle tree), plus some status parameters

— Galileo OSNMA protocol is better suited for high-loss low-bandwidth channels such as those of GNSS

— The receiver needs an external synchronization of 30s-300s accuracy to ensure the whole signal stream is not a replay

with spoofed data
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NMA Header: General status (test, operational...),
crypto status (nominal, new key, revoked...)

: Digital Siguature Message: signs root TESLA
key chain or public key
Tag: authenticate orbits and clocks or time, of
current or near satellite
TESLA Chain Key: authenticates the tags of the
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Why Galileo OSNMA

GNSS nowadays is a utility, but it is subject to
interference:

- Jamming -> Denial of Service

- Spoofing -> Misleading information, with
hazardous consequences

Both GNSS spoofing and jamming are happening
today, massively. Spoofing threat has moved from
the lab (2000s) to the field (2020s)

GNSS is one of the few digital data that was not yet
authenticated

Sweden

Denmark

2 N
Germany P3
Czechia 1
Ukraine
Slovakia
d Austria 1 ‘
Hungary Moldova
Slovenia
Croatia

Bosnia and < ,
Herzegovina: Serbia

Italy

- Georgiag,
0 | He
1 |

Armenia
Naples
Albania

Greece

lllll




Why Galileo OSNMA

What can OSNMA do?

- Ensure data is protected, but data-authentic PVT
can also be spoofed

- OSNMA makes the signal unpredictable and more
difficult to replay

- Combined with receiver checks, it is very
complicated to spoof an OSNMA receiver

- GNSS can be combined with other sources (INS,
LEO, terrestrial...) for resilient PNT

- OSNMA does not require major changes to the
receiver, but proper implementation is required:

- Cryptographic operations

- Receiver logic: data-authentication is not PVT

authentication
- Time synchronization requirement
- Integration with other checks
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M signal processing level:

+ Search and detection of vestigial signals around possibly false tracked signal can be earried

+  Tracking control loop parametrisation and correlation function can be monitored

easures can be putin place to prevent the manipulation of the GNSS receiver

ors (e.g. odometers, inertial sensors) can be used to perform consistency

= Multiple antennas enable the receiver 1o detect the presence of counterfeit signal from the
direction of arrival of the signals.
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< C @ & nhtips//osnmalib.eu/septentrio

OSNMAIib - Input: Septentrio Receiver @KULeuven

The purpose of this website is to provide an easy way of looking at the CSNMA relsted data transmitted by the Galileo satellites. It runs OSMMAIT in the background.

The last 12 OSNMA subframes processed by OSNMAIib are available in json format at this [endppoint]. To understand the json file, we also provide a json-schema [htmlfson].
The raw navigation data bits for the last 12 sub-frames are available at this [endpoint}

For mare information about what is dispiayed in each field, take a look at the legend.

°
e [ e
Tris board uses Input from a Septentrio receiver lacated at the ESAT department of KU Leuven, You C2n expect to have a very clear open sky view, with satelites lower than 10 degrees of
elevation. '
Special thanks to Septentrio for the receiver and to Franco for the help setting the antenna up in the tower,
 Arsa0vGiE82081 - 251172018
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* 2016-2018: OSNMA formally introduced in Galileo service baseline; first full OSNMA test o IR
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e 2019-2021: OSNMA developed in European GNSS Service Centre (GSC). First continuous - -

Components of the | 6, E6-8_component & OSNMA Tag Verification Inputs
d supply of high precision

SIS and start of OSNMA Public Observation Phase - T
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e 2022-2025: OSNMA refinements and operational validation and accreditation SRR oov: EEEEE woo: WSS soov: EEEEE -+
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1obal Key  1197cafSd2ab2fcaiT3511cod003506 Key  1197caf5d2a027C273511c04003506 Key  Nottransmitting OSNMA -

— 24 July 2025: OSNMA Initial Service Declaration |

e 2026: SAS initial capability (testing) in E6C

* Post-2027: OSNMA enhanced service milestone, including better performance and new
authentication messages (e.g. GPS L1C/A); SAS initial service; OSNMA G2

Sources: FhG, EUSPA; osnmalib.eu
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Summary ll  OSNMA

* OSNMA authenticates Galileo navigation message (orbits, clocks,
flags, ionosphere, time). It is the first-ever GNSS global and civil
authentication capability

» Spoofing attacks are happening massively every day. OSNMA makes
spoofing much more difficult, especially when benefiting from other
receiver checks and signal unpredictability

* OSNMA launched operationally on 24 July 2025. Galileo will continue
enhancing authentication services over the next years (SAS, OSNMA
enhancements, G2G)
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