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https://www.youtube.com/watch?v=yhAh-vpuGCg
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Ships at Gelendzhik Airport 





Ships at Sochi Airport 





Ships at St Petersburg Airport 
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Spoofing – A rapid evolution

Iran, Dec 2011 

UT Austin, Jan 2012 



Las Vegas, Dec 2015

US Southern Border

Dec 2015



Persian Gulf, Jan 2016

Russian waters

600+ ships

2016 - Present



Portland Oct 2017

Maps and all GNSS 

Jul 2018



Spoofing – Hazardously misleading information

Cost ↓ Capability ↑ Ease of use ↑

Iran, Dec 2011 

Las Vegas, Dec 2015

UT Austin, Jan 2012 

Persian Gulf, Jan 2016 4 sites Russia

600+ ships

2016 - Present Portland Oct 2017

USA NSF Jul 2018

US Southern Border

Dec 2015



“How To Steal A Ship”

2 June 2017

Change Course 5º to right

Increase speed 2 knots



Victim  makes landfall 10 hours 

early & 220nm away near “lightly 

governed” area.

Western Entrance to 

Malacca Straights, High 

Vessel Traffic Area





Bei Dou

GPS

GLONASS

QZSS

$6,000,000,000 per year to run + 

IRNSS

200,000 people in industry

$100,000,000,000 invested +

1 White Van Man

+

All-GNSS  & Map Spoofer

Galileo

“GNSS alone is insufficient for Safety of  Life and other critical applications” –

European Union

PNT Out of Balance

$255 



• Protect – GPS Signals

• Interference detection

• Enforcement

• Toughen – Users & Equipment

• Anti-jam, anti-spoof 

• Standards, requirements, costs

• Augment – w/other signals & sources

• US Govt Announcements 2008, 2015 “eLoran”

What to Do?
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!جميع أطفال الله بحاجة إلى ملاحة جيدة وتوقيت


