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https:/ /www.youtube.com /watch2v=yhAh-vpuGCg
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Result 2: GNSS Denial Events

Torwt Priarity Losels

Classification Types

73,000 GNSS denial events
* 59,000 jammers i
* 12,000 narrow band
« 2,000 other signals
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STRIKE3
Result 3: Durations of interference events

O ALL events (450,363 events) High Priority events (73,723 events)

Most events are very short durations
12% of ALL events are greater than 60 seconds
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34% priority events are greater than 60 seconds

Some findings:

= 7191 events > 5 minutes

* 1112 events > 30 minutes 1
[ =610 events > 60 minutes | &

=5 events > 1 day

* Longest event = 5 days
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Result 5: Comparisons of Sites

* Results from 8 Airport installations
* Most are “national” airports. Most are air-side installations.
» 30 days data (may not be the same 30 days)

RFlevents | lammers Jammer/events Duration > GNSS denial 't.)enialfevents—
60secs ratio
National Airport 8716 as 282 362
National Airport 759 27 200 211
National Airport 2764 595 395 753
Regional Airport 556 31 6 95
National Airport 904 168 158 182
National Airport 776 19 . 101 35
National Airport 1819 73 4% 9 252
National Airport 4519 133 3% 352 153

* Helps to diagnose issues with unintentional interference & jamming
» Helps to compare with other sites
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STRIKE.
STRIKE3 shows Jammer industry is evolving...

5Mhz bandwidth, 1575Mhz centred

Waveform detected at 4 STRIKE3 sites
Europe and outside EU




i’resh terror fears as hackers trying to disable planes at Avi q ﬁ on
Cairo Airport
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January 12, 2016

Spoofing?

* Right after US/Iran nuclear agreement

* Same day as President’s last major
speech to the nation



January 12, 2016
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Spoofing?
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* Right after US/Iran nuclear agreement
* Same day as President’s last major

speech to the nation



Ship's position

June 2017, M/V Atria



June 2017, M/V Atria
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According to AIS: all Shipsin the arca are
next to each other. There were actially no
radar echo there, a
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Black Sea Spoofing Activity
January 2016-March 2018
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Ships at Sochi Airport
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St. Petersburg Spoofing Activity
January 2016-March 2018




Ships at St Petersburg Airport
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The kremlin Eats GPS for Breakfast

Why g jon in central M hash a real head

October 2016
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Spoofing — A rapid evolution

Todd Humphreys' Research Team
Demonstrates First Successful GPS
Spoofing of UAV

Iran, Dec 2011

UT Austin, Jan 2012



Las Vegas, Dec 2015

US Southern Border
Dec 2015
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Persian Gulf, Jan 2016

lRussian waters
600+ ships
2016 - Present



Portland Oct 2017

Maps and all GNSS
Jul 2018



Spoofing — Hazardously misleading information

Cost | Capability T Ease of use 1

Todd Humphreys' Research Team
Demonstrates First Successful GPS
Spoofing of UAV

US Southern Border
Dec 2015

AteéRusia o
600+ ships
2016 - Present Portland Oct 2017

Persian Gulf, Jr; 2016

USA NSF Jul 2018
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“How To Steal A Ship”
2 June 2017

Change Course 5° to right
Increase speed 2 knots
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Malacca Straights, High
Vessel Traffic Area

Victim es landfall 10 hours
early &220nm away near “lightly
governed” area.
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Commercn | Bulk | Container | Turkurs | Mackets | Satety & Regutation 'Duml Drwdging | Ship Construcsion | Specist Topics

mila

Hackers took ‘full control’ of container ship’s navigation
systems for 10 hours

Inusity soute wiens Tt the STack canked out in Fetruary should 3ere 43 & mirming 0 shipoing of simier
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“GNSS alone is insufficient for Safety of Life and other critical applications™ —
European Union
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$100,000,000,000 invested +

$6,000,000,000 per year to run +
200,000 people in industry
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What to Do?

* Protect — GPS Signals

* |nterference detection
* Enforcement

¢ Toughen — Users & Equipment
* Anti-jam, anti-spoof
* Standards, requirements, costs

* Augment — w/other signals & sources
* US Govt Announcements 2008, 2015 “elLoran”
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