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• GPS and other satellite navigation 
services … have applications so 
pervasive that there is now a real 
threat to global security if the systems 
should fail.

• GNSS signals are used internationally 
by almost every industry: rail, road, 
aviation, space, maritime, agriculture, 
energy, surveying, construction, law 
enforcement and communications.

• Dependence on GNSS connects many 
independent services into an 
‘accidental system’ with a single point 
of failure: the satellite PNT signal.

• A satellite signal is a weak foundation 
for important services … and can fail in 
dozens of ways.

Source: www.ingenia.org.uk/ingenia/issues/issue43/issue43_opinion.pdf (Dr Martyn Thomas)



GPS plus …

QZSS (Japan)       GALILEO (Europe)    IRNSS (India)

GLONASS (Russia)   Compass-Beidou (China) 

… plus all the augmentations:

GNSS: Global Navigation Satellite Systems
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Satellite and Control System Failures

Official announcement: "A significant 

GPS anomaly occurred on 1 Jan 04... 

(which) … resulted in the transmission of 

Hazardously Misleading Information."

Sources: Vogel, Macabiau & Suard, ‘Effect of a GPS Anomaly on 

Different GNSS Receivers’, ION GNSS 2005, Long Beach, CA, Sep 

13-16, 2005; www.thedigitalship.com, GLA

GPS SVN23 clock failure
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Solar flares

“The burst produced 20,000 times more radio emission

than the … rest of the sun …  and swamped GPS

receivers over the entire sunlit side of the Earth.”
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Picture: www.flickr.com/photos/l23productions/1451697290/



Sources: bbc.co.uk, chronos.co.uk, gpsworld.com
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Pictures: dailymail.co.uk, gpsworld.com. Forbes.com

Low-cost spoofer devices can now seize control of GNSS receivers, 

forcing them to show any location or time a criminal or terrorist chooses.







Given the … widespread use (including 

safety-critical applications) and the 

vulnerability of GNSS: 

What would happen if GNSS 

were not available, temporarily?

Estimate: the economic impact: 

- lost Gross-Value Added (GVA)

- loss of utility benefits, including 

damages

Assume: the disruption to GNSS is a 

standalone event (agnostic as to its 

source) 

https://www.gov.uk/government/uploads/system/uploads/atta

chment_data/file/619545/17.3254_Economic_impact_to_UK

_of_a_disruption_to_GNSS_-_Showcase_Report.pdf



The economic impact to the UK of a 5 day disruption of 

GNSS is estimated at £5.2Bn ($7.1Bn). 



https://www.gov.uk/government/uploads/system/upl

oads/attachment_data/file/619545/17.3254_Economi

c_impact_to_UK_of_a_disruption_to_GNSS_-

_Showcase_Report.pdf

The use of GNSS by 

road, emergency and 

justice services, plus 

maritime, accounts for 

88% of all economic 

impacts.



https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/619545/17.3254_Economic_impact_to

_UK_of_a_disruption_to_GNSS_-_Showcase_Report.pdf

Road

• Navigation devices for road applications fail.

• GNSS-dependent drivers (particularly delivery and cab drivers) 

lose their preferred method of navigation.

• Congestion and journey times increase for all drivers 

– including commuters who know their routes. 

• $2700 million



https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/619545/17.3254_Economic_impact_to

_UK_of_a_disruption_to_GNSS_-_Showcase_Report.pdf

Emergency and Justice Services

• Services severely impacted, struggle to cope with demand.

• Longer emergency calls due to less efficient dispatching 

and navigation plus congested roads.

• $2200 million



https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/619545/17.3254_Economic_impact_to

_UK_of_a_disruption_to_GNSS_-_Showcase_Report.pdf

Maritime

• Disruption to all ports and the loading and unloading of containers

for 5 days

• Factories relying on just-in-time deliveries run out of inputs within 1 day

• All goods imported by bulk container or vehicle severely delayed, 

causing immediate impacts far beyond the maritime industry.

• $1600 million



https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/619545/17.3254_Economic_impact_to

_UK_of_a_disruption_to_GNSS_-_Showcase_Report.pdf

Mitigation Technologies and Strategies

• Alternatives to GNSS, specific to each application

• No universally-applicable alternative for positioning and navigation

• Higher quality (more expensive) oscillators for timing 

• “The most applicable mitigation strategies for the largest number of 

applications are eLoran and Satelles”

• “Omnisense and Locata may be preferred for localised applications 

that require high levels of accuracy”



https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/619545/17.3254_Economic_impact_to

_UK_of_a_disruption_to_GNSS_-_Showcase_Report.pdf

The Contribution of UK Public Funding

• “GNSS is characterised by a number of market failures that mean 

that there is a strong economic case for government intervention.”

• “This includes large benefits for society that are estimated to be 

between £4 and £5 per £1 of public investment.”

• “The UK’s … downstream investments [in GNSS] since 2000 have

… unlocked significant benefits to end-users and the rest of the 

society that would have been lost without UK funding.”



Office of the Government Chief 

Scientific Adviser, Sir Mark Walport

Aims: “… to lay out the breadth, scale 

and implications of our reliance on

‘the invisible utility’ mainly in terms

of existing critical national 

infrastructure (CNI).”

Ministerial Foreword: “This review 

represents a vital step in understanding the 

UK’s dependency on GNSS and recommends 

measures to improve our resilience. 

Importantly, it also recognises that innovation 

will be key to realising, fully and safely, the 

economic and societal benefits offered by 

GNSS.”



https://issuu.com/go-science/stacks/6fffc9d084dc4b45bd49bd11fde756c1



Recommendations summarised:

1. CNI operators to review and report on their reliance on GNSS. Cabinet Office to assess 

overall dependence of CNI on GNSS.

2. Add loss or compromise of GNSS-derived PNT to National Risk Assessment, not just as 

a dimension of space weather.

3. In allocating radio spectrum to new services and applications, address the risk of 

interference to GNSS-dependent users, including CNI.

4. Review the legality of the sale, ownership and use of devices and software to cause 

deliberate interference to GNSS receivers or signals.

5. Assess the need to monitor interference of GNSS at key sites such as ports and share 

the data with government 

6. Employ GNSS-independent back-up systems.

7. Cross-government PNT Working Group to report to Cabinet Office on ways to improve 

national resilience.



Recommendations summarised:

8. Government to facilitate as those procuring GNSS equipment for CNI specify 

performance standards.

9. Map PNT testing facilities and explore how industry and critical services can better 

access them.

10. Leverage UK academic and industrial expertise in time and geo-location, increasing 

coordination among existing centres of excellence.







https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/

677738/January_2018_Annex_B_-_MfGRE_to_Innovate_UK_re_eLoran__1___1_.pdf



So … what happens now 

(if anything)?



Blackett Revue Implementation Group

(BRIG)
• Reports to the National Security Council

• Chaired by Cabinet Office

• Senior policy advisers from government departments 

• Meets at 6-week intervals

• Has already met twice

• Deals with the “How?” and the “Who?”

PNT Technical Group
• Technical input and policy advice for the BRIG

• Government, industry and academia

“There is a lot of commitment in the 

Cabinet Office to do things”



Download from: 

rntfnd.org/Library
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