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Good morning. Many thanks to ION and IEEE for organizing our conference. Assuring PNT is extremely important for our country and the rest of humanity.GPS is sometimes called the stealth utility.  It is truly a system for humanity, how did that happen? It is entwined in the infrastrucurre of the world, yet it has vulnerabilities..  I will describe a strategy The PNTAB has created called PTA.  Our goal is to assure that PNT is available.�



Let's begin with a very short history of
the Origins of GPS

The Design Decisions became essential enablers

for an Explosion of PNT Applications

and a path to explore techniques to ensure
PNT...

Assuring PNT - Strategy and Status
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I would like to start with a bit of GPS History. The early design decisions were the foundation of the explosion in applications.

Lets go back Fifty one years ago.   I experienced a personal Failure . 


"Black Thursday”
Failure

51 years ago,
August 1973

///////
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As a young USAF Colonel, I had flown to the Pentagon from my home Base in LA.
I was briefing the highest decision-making Board in the Pentagon.  I was requesting approval for the Air Force proposal to build a prototype Satellite-based Navigation System.  I had inherited the system design that I was advancing.
The board’s vote was unanimous.  They rejected my request.  

At the time we called that “Black Thursday”.  It turned out to really be Gold Thursday.  
The under secretary of defense called me into his office and encourage me to redesign the system with the best technology and concepts available. In flying home, I decided that any redesign would meet stiff resistance at my homebase, so I resolved to call the redesign meeting over 2000 miles away in the Pentagon.  It was held over the long Labor Day weekend of 1973.


Recovery from Failure -Re-Designing the Proposal-
~ 10 Officer/engineers at the "Lonely Halls" Meeting-

“Labor Day" Weekend >51 Years Ago. (saturday[ 1 Sept. 1973 - Monday, 3 Sept. 1973)

Parkinson 2%
USAF :

Steve
' Mel
Gilbert o
USAF irnbaum
USAF
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***The only attendees I invited to that meeting were about 10 young officer/engineers from my program office, one new Naval Officer, and two Aerospace Corporation engineers.***
All contributed to our decisions, there were no “observers”.  ***
Here are a few of those officers who I call the GPS heroes. By the end of three days we had outlined a new proposal and written a Pentagon-prescribed 7-page Decision Paper.

Let me summarize that evolved design that became GPS with virtually no changes.




.

Enabled Inexpensive,
The Three Fundament Worldwide, 3D Position

_— plus time
—_—
1. CONCEPT -Semi-synch (12 sidereal hour) Se+=ilis —=
o Simultaneously Measure Range to F Enabled Unlimited USZF'.S
o Eliminated need for User's Atomf and Accuracy to a Pencil
4D Position Lead (differential) + J/S >
o Global constellation of 24 Satell \41 dB (12,000 to 1)

2. PASSIVE RANGING SIGNAL DESIGN:

o Code-Division Multiple Access (CDMA) - - accuracy and jam resistance

o All Satellites on the same frequency, Code and Underlying Carrier are
phase locked. RTK gives dynamic accuracies of a few centimeters

3. Orbiting, Hardened, Space-borne Atomic Clocks enabled
accurate predictions of 4d satellite | \‘QK

greatly reduce ground depende Enabled extended ——

Nominal 12 Hour clock updates :
° . P Autonomous Satellite
o Predictions gqood for weeks )
clock drift Operation (If Ground
control failure

Assuring PNT - Strategy and Status ©
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Summarizing the fundamental innovations:  The first was the system concept that used simultaneous measurement to 4 satellites to calculate location, without the need for an atomic clock at the user.

The second fundamental innovation was to use a CDMA signal for passive ranging, that I have already highlighted.

The third fundamental innovation was the use of very stable, hardened, atomic clocks to ensure system accuracy when the satellites were not in the view of a ground station.

The first innovation enabled inexpensive worldwide three dimensions of position plus time.

The second innovation is the fundamental enabler of both accuracy and jam resistance.

And the third innovation enables extended autonomous satellite operations.

After 4 months of repeated trips to convince Pentagon decisionmakers, I felt ready to formally ask again for approval of a full-scale 4 satellite demonstration.  My price was about $150M.  The high level meeting was reconvened.





Phase One Developmen’r' - Dec.
973

* First launch of GPS February 1978 -
44 months after contract award.

« By 1979, Extensive testing confirmed all
capability promises made in 1973...

* Full Operational Capability (FOC) on
Apr'|| 27, 1995 (21 years after Phase 1

Approval)

Three Critical Events Accelerated GPS
Acceptance and Applications

1.Pres. Reagan Guarantees GPS to the World
(1983) Due to shootdown of KALOO7.

2.Pres. Clinton orders Deliberate Civil errors
(5/A) turned off on May 1, 2000.

3.Integrated Chips drove GPS receiver cost to
less than $5 and # of Channels >100.

4/20/25
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It was successful.  I was given a budget of $150M for 4 satelltes, A ww ground system, 10 kind of user equipment and an extensive test program.
Then What?  ***
I was honored to be the launch Commander for the first GPS launch in February 1978.  We were very proud that we launched that satellite a short 44 months after contract go-ahead.  Also accolades to Mr. Dick Schwartz, the lead VP at Rockwell corporation who developed the vehicle.  And, a recognition of Mr. Hugo Fruehauf who led the development of the backup atomic clock.  It turned out the primary Navy clock development was over a year late and that delay might easily have caused cancellation of the whole program. Mr Fruehauf’s  backups saved the day! ***




Installed base (bln units)
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of GNSS Devices by Region

World
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Reminder: Prerequisites for GPS/GNSS contribution

to Assured world-wide PNT - If 3D and time are
required:

Clear and truthful Passive Ranging to > 4 Satellites

* Must have Line of Sight
to "enough” GPS/GNSS
o For sky-impaired (large shading angles), need

densification
(6PS+ Galileo+ GLONASS +Bediou)

* Must be able to accurately measure range

o Overcome local interference

* Must ensure Integrity of received signals
O Self- integrity (RAIM/ARAIM)

o External rapid-checking
(e.g. WAAS, Egnos, MSAS )

o + (potentially) NASA's GDGPS

Assuring PNT - Strategy and Status ©
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Civil Report Card On GPS Performance
Feb 2025

ﬂpﬂlallﬂna| PBI ormance cv 2024 an [ l:ll'lg ort

O e a t Average Number of satellites usable 30.71 30.28 30.97 7 #
r O rs 23.78 24.00 24.00
p Average n”mmb” :ryr s:,:::i:l“ usable in (95.08%) (100.00) (100.00) *

(2 SOPS) Average avallability of & satellites in 100% 100% 100%
view

99.99% Horizontal DOP

Arsa Median 1.29 1.3 1.28 L h
FA A C . l M . Worst Site 4.54 2.36 3.74 ) L
95.99% Vertical DOP
ont’nuous y on’tors Area Madian 2.26 2.38 2.32 : I
o Worst Site .85 5.03 9.87
GP S n the US . 99.95% Pasition DOP {PDOP)
Area Median 2.57 2.67 2.59 ¥ L
Worst Site 10.50 5.45 10.56 L] &
. . 100% RAIM Availability (HAL=185m)
In 2024 Med|qn Homzon'l'ql NPA Ssrvice Area (NSA) 76.12% 86.21% | 96.95% | # L
/ “ " World 78.14% 70.35% | 83.91% g ;
accuracy of "Raw"” GPS :
. Accuracy Parameters
3 .52m (95”1 Per'centlle) RMS Single Frequency User Range Error
Constellation Medlan (m) 241 [ 250 2.44 L 4
Worst Satellite {m) 9.01 29.31 L 4
tal Error
Area Madian {m) _ 8 345 [ L
— e === 11.79 12.27 4 &
Avabinbliy ”‘m;:;;;’ (nbarical 3- 95.96% 95.62% | 95.96% 'y
85% Vertical Error
Area Median {m) 5.30 7.18 5.89 L] +
___ Worst Site jm) 12.78 10.57 11.30 » []
Availability mm’mﬁ’ & 98.68% 97.78% | 99.02% | # 2

Key: 4 improving ¥ worsening < no significant change
Long Term is current month vs. prior 12 months; Short Term is current month vs. prior month
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The 4th Dimension: Time_Synchronization

 Many "hidden" applications for precise time- T

Power Grid, Stock Mkt, Banking, Cell Phone towers...
> Requirements millisec. (10-3s) to nanosec. (10 s).

> Some need synchronization to
Universal Coordinated Time (UTC) -

o GPS distributes UTC time ~10 to 25 nanosecs.
o GPS Synchronizes to 2-15 nanosecs. ("Commonview")

 Most references are implemented with GPS and a
flywheel clock - frequently Rubidium Atomic.

« Major efforts to find timing augmentation to GPS,
creating "uninterruptable” sources

Assuring PNT - Strategy and Status
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Categories -
"Assured PNT" - How should
"assured” be interpreted?

User Requirements for GPS PNT:
Accuracies/Dimensions/Integrity/Jamming
Resistance
Vary Greatly by Application -

So "Assurances” can be quite different, depending
on application.

Let us Define 5 Broad
PNT Capability/Requirement Categories
To help assess "Assurance” solutions ...

Assuring PNT - Strategy and Status
© Bradford W. Parkinson 2025
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Five PNT Capability Categories

General Precision | Ultra-Precise | Survey Class | Time Sync
Category 3D Dynamic | 3D Dynamic | 3D Dynamic Static & Transfer
. 25 Meters | 2.5 Meters 10 cm. Time:
Horizontal] o5+ 95th 95th lem-O0dmm| . o o s
ACCLII"C(CY Percentile, Percentile Percentile S+tatic WIIEHEEEE e
Dynamic. Dynamic Dynamic AAOEEE
Differential GPS
GPS “Raw" GPS (Local, or Continental [WAAS] GPS "Reference” Receivers)
: aw
Techmque — WAAS . Master
RTK Base Station
Corrected Reference
Real-Time
Cell Phones, |  Aircraft gfsm‘:f&io Survey Class, | o .-
Examples Watches, Landing Farm’ing Plate : Power G?‘I q
Autos = Techtonics
Machine
control)

4/20/25
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Here are the first four PNT capability levels, The parameter shown is accuracy, but there are other parameters that will be explained.  These are broadly defined and should not be taken as “specifications”.  The chart is divided into two groups of columns. On the left we have raw GPS and on the right columns aredifferential GPS systems which use a reference GPS receiver so accuracy is measured relative to the reference location.  The two rows refer to horizontal and vertical components. For 4D GNSS systems, vertical errors are typically about twice the value of horizontal errors.  This is a geometric effect.  

Category C: The general user experiences accuracies from 3 to 15 m. Category B Using the FAA’s correction techniques, horizontal errors of 2 ½ m at the 95th percentile are typical.  This technique is called WAAS and was pioneered at Stanford by Prof. Enge, Dr. Todd Walter and many others from our Lab, under sponsorship of the FAA.   Category A is typically used for machine control, with a technique called real-time kinematic which gives us accuracies on the order of 2 to 4 cm horizontally.  In a few charts I will describe examples.  Category S is the survey class receivers and users. They routinely measure position to accuracies better than a millimeter.


Summarizing: "Assured” PNT solutions
depend on User Needs:
Categories of User PNT Capabilities/Requirements

Cat A (RTK, 10 cm or better, 3D) (carrier-tracking differential) -
Dynamic User, -up to 10-> Integrity can use RAIM and ARAIM

Cat B (WAAS integrity and Accuracy corrections, ~2.5 meters, 3D,)

Dynamic User, up to 10-7 Integrity.

Cat C (unaided GPS ~25 meters 95 percentile worst location, 3D/2D?).
Dynamic User, Tonospheric model.

Cat S (Survey/Scientific) -Static User, Averaging over time.

Accuracies: sub centimeter to sub millimeter

Cat T (Time) Static users. Nanoseconds to Microseconds

Many with local flywheel atomic clock

Assuring PNT - Strategy and Status 13
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Category A.  This is the ultimate dynamic (or moving) user capability. It is 3 dimensional and has accuracies of 10 centimeters (~4 Inches) or better (95th percentile). It is available 24/7, worldwide. These accuracies are usually attained using some form of differential GPS which requires a reference station to calibrate residual error.   It includes a requirement that a hazardous or misleading position is not provided more frequently than once in 10 million measurements in some cases. This latter capability, called integrity, is particularly important for safety of life applications such as aircraft landing.
Category B.  This category is also 3 dimensional, with accuracies of about 1 meter For moving users.  For many aircraft landing approaches, this capability is attained using the Regional, FAA system called Wide Area Augmentation (WAAS) which both calibrates satellite ranging errors and also greatly enhances integrity by flagging rogue satellite signals within 6 seconds.  
Category C.  This category may be two-dimensional and has less stringent moving accuracies of about 10 to 20 meters, although some applications can tolerate much larger errors. (Such as area navigation on the water or in the air).   It could be suitable for general positioning use, including the usual applications of cell phones. The requirements for integrity are greatly relaxed.
Category S.  This category Is for stationary users.   Applications include earth surveying, scientific or commercial timing, and cell phone synchronization.  Accuracy needs can range down to sub millimeters in three dimensions in timing down to nanoseconds.
 



@ 60 Example Applications: Categories A,B and S — (RTK & High PNT Precision) in Red--

_ Growp Example applications
Area navigation, approach, landing up to Cat lll, NextGen
Cell Phones Used for many other apps — Automotive, Tracking et al.

AutoFarming: crop spraying, precision planting, yield assessment

Turn-by-turn guidance, OnStar, driverless cars

Emergency and Rescue 911, ambulance, fire, police, rescue helicopters, emergency
Services beacons, airplane and ship locaters, OnStar
TNCIUT-CHIaNETIE o Jeda M1 Il Train control and management, UAVs, Intelligent Highways

Rescue, precision weapon delivery, unit and individual location

GeoCaching, control of models, hiking, outdoor activities

Robotics & Machine Bull dozers, Earth graders, mining trucks, oil drilling, Container ship
Control loading, Urban UAV control, Snowplow control

Earth movement and shape, atmosphere, weather forecasting,

climate modeling, ionosphere, space weather, tsunami warning,
soil moisture, ocean roughness, wind velocity, snow, ice, and
foliage coverage, ......

Survey and GIS Mapping, geographic tags, environmental monit., disease outbreaks
Cell phone towers, banking, power grid

Trackin Fleets, assets, Space Satellites, equipment, shipments, children,
| 0
g Alzhé‘ﬁ@‘@éﬁ‘% dﬁ}}(j@’&%ﬁ\aﬂwﬁf%%ﬁ‘%als, law enforcement, criminals,

rnson
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A larger picture – 64 examples, but there are many more…. High precision in Red.


Examples of PNT Categories A, and B (dynamic users):
Applications mostly need 3 dimensions-Accuracy down to 0.04 cm. and

Integrity - better than one HMI error in 100,000 -
(one HMI fault in 10,000,000 for precision aircraft landing)

S5 R BTEAL W
Prng LMy ) e .- Land and Maneuver
P, S : BVLOS 3D and a few

Machine Control to |
2 inches

Automatic unloading of
Container ships - inches

Over 4,476 LPV (6PS
Based) approaches,
Old 1,550 Cat I ILS
approaches -
Ratio About 3:1.

Train Positioning System better
— than 4 feet, integrity of - \
= 99.999999997% (10 nines), Defining -3 e T
train length and track

discrimination. Assuring PNT - Strategy and Status 15
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Economic Value and

National Power
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National Power Elements

Typically Include:

-Population, *Political Stability,
-Geography, 'Lgadership,
*Natural Resources, *Diplomacy,

*Cultural Influence.
. N\ilimr'y Capabilify,

gz . Technol.ogy,
(& * Economic Strength,

o Direct Benefits
o Impacts when not available

Assuring PNT - Strategy and Status
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Economic Value and Loss Impact -

at least 3 major studies on GPS economic value

o RTI International (Sponsored by NIST, 2017) valued GPS at $1.4
Trillion since its inception.

Extrapolating to 2025, the current cumulative value of GPS to
the US is over $2 Trillion.

o In 2017, RTI estimated impact of GPS loss at about $1 Billion
per day.
(UK study reached nearly same impact for UK)

Agriculture was so dependent on very precise GPS (Category A), loss would
balloon to $1.3 Billion per day during the critical planting season.

o Both Value and Loss Estimates heavily driven by Categories A
and B GPS users.

o Clearly, Assuring PNT is a high priority goal for the
economy, for infrastructure and for safety

Assuring PNT - Strategy and Status

© Bradford W. Parkinson 2025 18
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Others have Recoghized Power: There are now 4 Global Navigation
Satellite Systems (GNSS) -
All use the GPS design: the Digital Signal, 4 satellite Solutions and

Spaceborne Atomic Clocks

Galileo
(European) 2

| GLONASS
(Russia) ,

* First Operational Civil
Signal
* Moving to 10 signals

Typically about 30 GNSS satellites
above the horizon-
and about 10 different types of signals
available from each - Over 200 signals
potentially in view

Compass
(Beidou China)

Assuring PNT - Strategy and Status
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The first civil signal was GPS. It’s use was responsible for virtually all initial applications. 
*
And GPS signals are expanding to 10 signals in three bands.

Other governments have recognized that Satellite Navigation is a major element of National Power and responded. For example, we now have three other worldwide systems, all based on our original design.  
GLONASS, the Russian copycat,  has recently upgraded to finally use the original techniques we pioneered 50 years ago.

European system Galileo, will also broadcast new civil signals at three frequencies. 
* 
In addition the Chinese have developed a system called compass or Beidou, It already has more operational satellites than GPS.
\*
So at least 10 new civil signal types, including a common international format will be available soon.  A user today can exploit a lot of ranging signals.***

New cell-phone chips can receive the signals from all of these providers as well as GPS.
 
In fact there are typically 30 to 40 satellites that a receiver can use, with over 200 individual signals available.

This will no doubt spawn even more applications.


6 | U

%‘ GPS

T GLONASS
'® Gaiico
B eivos
® azss

Cutoff

\teroperable

Other Constellation can augment
with calibration

Assuring PNT - Strategy and Status
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Major Threats to the Availability of
Assured PNT from GPS/GNSS

« Signal Interference

o “Jamming” - Natural, Inadvertent, or
Deliberate

> “Spoofing’ IR Denial
* Physical Attack

o Satellites

o Ground Control and Infrastructure

« Cyber Attack - system or Receivers

« Operator Errors - e.g. erroneous uploads
to satellites

Assuring PNT - Strategy and Status
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1. Intentional Disruption:
Jamming:
Jamming involves broadcasting strong radio signals that overwhelm and disrupt the weak GPS signals, making it impossible for receivers to lock onto the satellites. 
Spoofing:
Spoofing involves transmitting fake GPS signals that trick receivers into believing they are receiving accurate data, leading to incorrect positioning. 
Anti-Satellite (ASAT) Missiles:
Russia has developed ASAT missiles capable of destroying GPS satellites, which could cripple NATO's long-range weaponry. 
2. Unintentional Interference:
Man-Made Radio Interference: GPS signals are designed to use quiet parts of the spectrum, but they can be overwhelmed by signals from other nearby frequencies. 
Atmospheric Interference: The Earth's atmosphere can affect GPS signals, causing errors in positioning. 
Calculation and Rounding Errors: Errors in calculations and rounding can lead to inaccuracies in positioning. 
Ephemeris (orbital path) Data Errors: Errors in the data used to calculate satellite positions can lead to positioning errors. 
Multi-Path Effects: Signals can bounce off buildings and other objects, creating multiple paths for the signal to travel, which can lead to errors in positioning. 
Natural Interference: Solar flares and other natural phenomena can disrupt GPS signals. 
Accidental Interference: Faulty equipment can also cause interference with GPS signals. 
�



GNSS Interference Detection using ADS-B

Select Date (UTC)

2025/04/09

Persistent GPS interference

(measured by ADS-B) in certain areas-

Locations where accuracy is not

guaranteed at least ~1/4 mile. (NIC <7)

* Less than1 % of Worldwide flights

are involved.
« Armed Conflicts and Fishing
Grounds?

« Over half are light, single-engine

aircraft.

Daily snapshots on

https://waas-nas.stanford.edu/

Low 0-2%
Medium2-10%
B High > 10%

Level of GPS interference [
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Media Responses

« Headlines: GPS vulnerable!
o Jamming
o Spoofing
o FCC Allocation Blunders

* Pursuit of Augmentations:
"We have to find a replacement/backup”

o A reasonable activity - Studied for over 20 years (e.g. FAA-DME)

But, Current PNTAB Assessment:

"No current or demonstrated alternative to GNSS-type systems (Primarily 6PS) can
deliver equivalent dynamic/static accuracy (to millimeters, 30), integrity and worldwide
24/7 availability.” (Particularly Categories A and B)

» Conclusion: We must also allow and encourage deploying well-
established solutions to toughen GNSS-based PNT.

i.e., Make GPS more Robust and Resilient

Assuring PNT - Strategy and Status
© Bradford W. Parkinson 2025
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Outline: PNT AB Strategy:

PTA = Protect, Toughen, and Augment GPS to ensure that it
continues to provide Economic and Societal Benefits

* Protect the Clear and Truthful Reception -7 steps
— 3 Pre-actions - Legal/Law Enforcement/FCC
— 4 Re-actions when interference/spoofing occurs -
DOD/DOT/DHS/FCC/FBI/DOJ
* Toughen User's Receivers

— Diversify - All GNSS signal receivers (with vector
feature and acceptable integrity)

— Increasing Jam resistance - use well established
techniques

* Augment or substitute PNT sources

— Densify and Diversify satellites -
— Use All Signals/Constellations but With adequate integrity

— Non-6GNSS PNT Sources

Assuring PNT - Strategy and Status
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 These are the major elements of the PTA  program and I will amplify on each of these points in later charts.

***The P stands for protect – protect the clear and truthful reception. We have proposed seven steps to do that. Three that I call pre-actions.   These pre-actions are in the legal, law enforcement, or communication authorization areas. When interference or spoofing actually occurs it is time for reactions.  The responsibility for these four RE-actions is a mixture of Defense Establishment, Transportation Authority, Homeland Security, Communications authority, Law Enforcement, and judicial action.

 *** The T  stands for toughening the users receivers. Toughening is making the receiver more resistant to all forms of interference.  Two major ways to do that. The first is to diversify the received signals, using all GNSS satellites in view. The second solution is to increase the jam resistance. **** As an example, beginning in 1975 we developed a set that demonstrated many of the fundamental principles that are needed for toughening although it cost about $5 million and consumed 10 kW of power, it demonstrated superb immunity.  ****For example, it could fly directly over 10 kWs of jammers without being affected.   That technology is undoubtedly better today than it was 47 years ago.

**** The A  stands for augmenting or substituting other dissimilar PNT sources to overcome loss of GPS signals. Two major elements of this are: first to densify or diversify satellites. Many of the new satellites will have multiple signals and of course having a variety of GNSS systems can improve resistance to interference or geometry problems. The last aspect of augmenting is to use non-GNSS PNT sources. When done  properly these can be a seamless solution relative to the user.

That outlines our strategy.  I would like to expand on thme a bit.


Assured
Availability of PNT

— First Strategy Area
Protect.

° E rotect the Clear & Truthful Signal-

1. Pre-actions -before interference
occurs - Legal/Law Enforcement/FCC:

Protect Spectrum/Enact strong Penalties/suppress
Jammer sales

Assuring PNT - Strategy and Status
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Assured Availability
of PNT - "PTA"

Protect the Clear and Truthful Signal-
2. The Reactions - “DIEP”

D. Detection -
Rapid Location of
Jammed Receivers

I. Identification &
Location of Jammer
@ within < 2 hours

P. Prosecution
of the
Offender

E. Physical
Elimination of the
Jammer

Work with DOT and Enforcement to improve timeliness and
accuracy of interference identification
(e.g. crowdsourcing, every cell phone a detector?)
"Develop means to detect, measure, locate, and mitigate radio
interference or jamming in support of the National Security
Infrastructure.”




GIDL: GENERALIZED INTERFERENCE DETECTION AND
LOCALIZATION SYSTEM (A real example)

Professor Dennis Akos et.al.
Experiments by Colorado University and Polish Maritime Institute

TDOA Solution 5 of 5: 0.3994 seconds into file
Lat: 54.6 pummrwram e

Hyperbolic Time
5.0 NG Difference Lines

54.6

Latitude

54.5

54.4

54.3

18.4 18.6 18.8 19 19.2 19.4 19.6 19.8
Longitude

Assuring PNT - Strategy and Status
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Assured
Availability of PNT
h |IPTAI|

trateqy #2 of PNTAB
Toughen

° Ioughen GNSS Users' Receivers

> Employ multiple, well-known techniques to
ensure spoofing can never create HMI

o Increase Jam resistance -
use demonstrated receiver A/J techniques

o Diversify - use All integrity-certified
GNSS signal receivers (with vector feature)

o Toughen Constellation by proliferating low-cost satellites

Assuring PNT - Strategy and Status
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Existence Proof from 47 years ago:
Rockwell Collins (oweaey GDM (1978)

One of the Phase One User Sets

Unaffected flying over 10kW of jamming at 10,000 feet.
Demonstrated over 100 dB of J/S!
J/5 = 10,000,000,000. - 10 Billion to One

Assuring PNT - Strategy and Status
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Main "Toughening” Techniques. (Factors Multiply)
Basic C/A receiver J/S factor of ~2,500 (full state 5)
« Group 1: Signal Processing

Additional J/S factor of ~10

o Tracking mode

o Narrow Filtering
Receiver

Toughening

o Vector Processing

 Group 2: Inertial + Very Stable User Clocks

o MEMS - up to hi-grade IMU 1 Additional J/S factor of ~31

o Quartz to CSAC
« Group 3: Controlled Reception Pattern Antennas (CRPAs)

o Elements/Footprint - (4,7, 19, Many) Additional J/S factor of
o Beam/Null steering or combinations up to ~1 000 000

« Group 4 Satellite type Augmentations:- may require Red
o Additional GPS Satellites (Also a defence against anti-GPS satellite attacks)
o Additional Signals and Frequencies @ L2C, L1C)
o Additional GNSS Constellations (Galileo)

o Earth Coverage Power Increases

Additional J/S factor of

~14 - Similar to "M" Code

o Regional Gain: Satellite Beam Antennas/RMP

Assuring PNT - Strategy and Status
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L5 Authorized and planned
over 26 years ago

 White House Announcement -
January 25, 1999 :

"The third civil signal will be located at
1176.45 MHZ, within a portion of the
spectrum that is allocated internationally
for aeronautical radio navigation services
and will be implemented beginning with a
satellite scheduled for launch in 2005. “

 But message still set "Unhealthy” (april 2025)

Assuring PNT - Strategy and Status
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Additional J/S (Jammer Attenuation) Factor
by Using 3 Ring version (19 Element) Phased Array

(Against three Jammers on horizon) .
? Possible Antenna

Configurations

(1 to 91 element)

Worst Case
L 401t | Attenuation of -

] S T — - @

Attenuation Factors in Decibels

90 b ....................... ................... ......... i 19 element

— Diameter

qoobb e e about 19
S W0 ’19 f'b() bs) 4‘30 Q)Q ’\0 Q)Q QQ P\QQ r\'\g \(19 '\rb() '\bs) "\(DQ '\é) '<\° ,\Q)Q |nCheS

Deep Nulls Point At each Jammer

| | i

Azimuth Angles of Jammers and Attenuation Factors
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Using L5, Inertial aiding, and Digital Beam/Null-steering

Antennas

Denial Range of a 1 Kilowatt GPS Jammer - Located on top of National

Housing Center

Today: Aircraft L1 C/A Receiver
Single Element GPS Antenna-

Jammer Located on the
National Housing Center
Denies Full Accuracy out to 560

| =

Km- 350 miles (LOS)

: b Lar ks of ofals
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- The White House

T

Aircraft with 19
Element GPS Antenna,
L5 and inertial aiding.

Jammer - Effects
reduced to about 600
meters.
Aircraft at 2500 foot
altitude would be
unaffected
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Presenter Notes
Presentation Notes
That technique uses a digital array of individual antennas to form greater amplification of the signal and deep nulls in the direction of any jammer.
 
This chart illustrates the impact of the technique. Consider a very powerful, 1 kW GPS jammer located on the top of the National Housing Center building. The usual, single-element, commercial aircraft receiver would be denied accuracy out to a radius of 380 Km. ***Now consider, using a 19 element array of antennas as shown in the circular pattern on the upper right. Not a lot of real estate is required: Such an antenna array would have about a 40 cm diameter, ***The powerful 1 kW jammer’s effective radius would be reduced to about 600 meters as shown in the map on the right.   There are many of variations of this technique, but the underlying take away is that such antennas would eliminate, even substantial, jamming threats. 


Caution:

Are civil GPS receivers currently available in the
US with these types of Antennas?: NOT YET

« US ITAR has forbidden more than 3 elements in
US civil GPS antennas (hopefully eliminated soon!)

o Although the technology at L band (radars) has been
known and used for over 60 years

o Inexpensive A/D devices are off-the shelf

o A Turkish company (TUALCO) is selling a GNSS antenna

with 16 elements
(and claimed at least 100,000 times improved Jam resistance
above GPS natural resistance of 2,500 J/S)

TUALAJ 16300 ]
CRPA GNSS ANTI-JAM SYSTEM % 2

Assuring PNT - Strategy and Status
© Bradford W. Parkinson 2025
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Presenter Notes
Presentation Notes
However no civil aircraft are so equipped.  Perhaps 20 years ago the United States government realized that such antenna techniques would prevent our defense department from denying potential enemies the capacity to use our civil signals. As a result, they wrote into theUS international traffic in arms regulations (ITAR), a clause that denied the use of more than three elements in US civil GPS antennas. Whether this regulation was effective may be debatable, but what is known is that the antenna-nulling technology at GPS frequencies  has been known and used for over 60 years. What has occurred in the recent years is that the key devices call A to Ds have plummeted in cost.    A Turkish company is now selling such antennas.  Believably, they have claimed their antennas improve jam resistance by a factor of 100,000. Unproven, but rumored is that these antennas have been sold to the Iranians, and potentially resold for use in unmanned aerial vehicles to the Russian Armed Forces.
I think the time is come to reconsider this restriction on the US companied and particularly commercial aircraft.


Selected Recommendations to Toughen

* Remove all restrictions on Phased Array Antennas for PNT
* Gain formal authorization to use all GNSS that have
Satisfactory Integrity

* Develop Industry (ICAO?/RTCA/RTCM) standards for improving
Interference resistance

o Deep Inertial integration
o Directional antennas
o Vector Receivers (All GNSSs)

* Foster and help stimulate Manufacturers to develop and offer
interference resistant GPS receivers, especially for safety-
of -life applications such as commercial air, positive train
control, and maritime.”

* Encourage users to move to tougher receivers

Assuring PNT - Strategy and Status 35
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Assured

nasin st B Strategy #3 of PNTAB -
Augment

° Augmen'l' or substitute PNT sources (>TRL 6)

o Use additional 6PS Signals L5, L2C, L1C
o Densify and Diversify with GNSS satellites -

Signals/constellations

= Independently verify integrity
= Worldwide Integrity Monitoring

o Use Complementary PNT Sources -
e.g. LEO-Comm, DME, elLoran, TV signals, Optical fiber
* Note: There are some intriguing new LEO Proposals that are not yet
demonstrated as a system (TRL less than 7) such as
Xona (cooperative) or Starlink (signal of opportunity)

Repeat Strong Caveat: All "Augmentations” should have careful

estimates of Integrity - i.e. how often is the signal untrustworthy?
Ed v Ed v

Assuring PNT - Strategy and Status
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elLoran

Characteristic
Non-

S Regional —-eqg.

e L O r a n Differential Differential
Local only

Availability Harbor Area

Horizontal SLIntED i
>500m 20m

Characteristics

Accuracy

Time to First 1 to 2 Minutes (?)

m_

Un- jammable. (virtually) Fix
Regional - But not currently deployed in US Jumerability - Nearly
Horizontal Only. No third dimension (Baro.?) e

Accuracy over landmass subject to time delay variability

Speed of light - variations up to % mile at longer range

« Can Achieve 10/20 meter differential accuracy in small areas

(within about 5 miles of calibration point) must use continuous

updates of Differential Corrections
« Time transfer Differential test data ~ 0.1 psec (6NSS Reference)

Aside: Can eLORAN be configured to be one-way ranging?

Assuring PNT - Strategy and Status
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Presenter Notes
Presentation Notes
Enhanced Loran, or eLoran, is independent of GPS but fully compatible in its positioning and timing information, and its failure modes are very different.  A more extensive discussion about eLoran is available in the backup material.

The most viable terrestrial system providing PNT services that meet IMO’s requirements is eLoran. With three eLoran transmitters in good geometry, eLoran can provide sub-10 meter (95%) horizontal positioning accuracy and UTC synchronization within 50 ns, sufficient to be the co-primary PNT solution next to GNSS.   eLoran uses powerful ground-based radio transmitters to provide Position, Navigation, And Time in a region of perhaps 100 miles.  This signal is virtually Unjammable.  

However, there is no vertical positioning capability and the horizontal capability requires at least three transmitting towers within favorable geometry.  Over oceans, the ranging measurements are reasonably predictable to an accuracy of perhaps 1/10 of a nautical mile.  However, over landmasses, there is considerable variability in the speed of the radio signal, which leads to errors of a quarter-mile or in some cases much more.  Compared to GPS, it is a relatively crude system but it can use real time calibrations (we call this differential operations) to achieve accuracies of 15 m within about 5 miles of a stable calibration point.  To achieve this, the system must include the broadcast of continuous updates of the differential corrections.

For many users, if GPS is unavailable, such a system could be a valuable augmentation and preclude hazardous situations from occurring, particularly for maritime operations

While eLoran has been demonstrated, it is not yet deployed as an operational capability in the U.S.  .  A pioneering source of advocacy exists in Europe.  See http://rntfnd.org/wp-content/uploads/2015-ION-ITM-Offermans-eLoran-IOC-in-UK-final-4Feb.pdf.

The PNT advisory board has strongly recommended to the ExCOM that eLoran be deployed in the United States as an augmentation to GPS.  A recent study found the deployment to be relatively inexpensive and a powerful insurance policy to mitigate disruption of GPS.


		[bookmark: OLE_LINK1]Characteristic

		eLoran



		

		Non- Differential

		Differential



		System Availability

		Regional

		Local only  – e.g. Harbor Area



		Accuracy

		Horizontal

		50m to >500m

		10m to  20m



		

		Vertical

		No Vertical 
(Use Baro?)



		Time to First Fix

		1 to 2 Minutes (?)



		Vulnerability to Interference

		Nearly Invulnerable



		Cost

		$20 + Display& Ant

		$20 + Display& Ant








LEOs - Altitudes of ~200 to- 1000 n.mi.

Promising PNT augmentation systems in various states of development

Main categories: 1. ComSat with/wo dedicated Nav signal or
2. dedicated Navigation Satellites

O Major issues include funding the development and operations

Tougher than GPS (without phased-array antenna):
Up to 1000 times received GPS power

Smaller single satellite coverage area requires more satellites
(typically about 250 for 4 in view)

Direct Ranging +
O Doppler positioning can be used - gives 3D with 2 satellites but
requires accurate user velocity. Also Doppler is less precise

Iridium claims ~20 meters 2D and “indoor” reception

Needed: independent testing and assessment, including
accuracy, integrity, and quantifying resistance to jamming.

Assuring PNT - Strategy and Status
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Augmentations to be Compared

(TRL 7 or Greater. Some promising Augmentations
[e.g. Xona, Trustpoint] not yet at TRL-7)

Additional GNSS Signals
o GPS: L5, L2C, L1C
o Other GNSS: Galileo, Beidou, GLONASS + Regionals)

o GNSS with Regional Integrity/Correction Feature: WAAS (FAA),
EGNOS (EV)

LEO Satellites (Principally COMs, some proposed as dedicated)
o With Tailored NAV signal (e.g. Iridium/Satellis)
o Signal of Opportunity

Inertials: Fly-wheeling with GNSS, Standalone
eLORAN

Cell Towers

TV Stations

Assuring PNT - Strategy and Status
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Using PNT Categories (ABCST) to
Compare Augmentation Techniques:
Four Key Comparisons -

1. Number of Dimensions Measured

2. Integrity - Samples for a single undetected
hazardous fault (HMI)

3. Accuracy
4. Robustness - 1 kW Jammer's expected range

Color Key:

Between Meets Cat

Assuring PNT - Strategy and Status 40
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Dimensions Measured by Demonstrated Systems
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Preamble to Integrity Comparison:

Em_phaSiZiﬂg - For Many USES (e.g. Aircraft and Safety of Life)
Availability and Accuracy of the signals is insufficient

Integrity also must be certified for

Integrity:
* Probability that expected accuracy is not

exceeded -Example - Cat III Aircraft Landing -
better than 10-7.
[Hazardous or Misleading Information not

more
often than Once in 10 million cases]

* Can be estimated with help from WAAS and/or
Llas DATAA D . At ovoooioa Tekheoaid .

— "Continue to implement ARAIM & inertial for
Integrity (+WAAS/EGNOS/MSAS + ..)" (PNTAB)

Assuring PNT - Strategy and Status
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Integrity: Estimated measurements per
single undetected Error
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Kilometers

1.00
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Max Range of a 1 kW in-band Jammer
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Estimated Toughness of PNT Sources
Adding GPS "Toughening” that was
demonstrated 47 years ago...

1000.00

100.00

-
o
o
o

Kilometers

1.00

Max Range of a 1 kW in-band Jammer
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Summarizing GPS and
Augmentations
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Capabilities of Alternative PNT Sources

A

3D, Dynamic,
6 cm

3D, Dynamic,
2.5 m

3-D,
Dynamic, 30
m

3-D, Static,
0.1 mm

0 Ol

Common View
or UTC

=
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Not Contenders

2D, 0.5|2D, 15M

Initially
Meefts Req.,

but degrades
w/time

eets 2D

in Local
Region

req
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Capabilities of Alternative PNT Sources

GNSS LEO Other
. . GPS+ . .
PNT - Galileo LEO - |LEOs "of | Stand Cell Optical
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Capabilities of Alternative PNT Sources

GNSS LEO Other
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CATE- . WAAS |w/Phased | " Beidou | Tailored |opportunit| Alone 2D & Time Towers | Fiber -
GORIES| Inators wan'recr‘ma EGNOS Nav Signal  y" Inertial 2D & Time| Time
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Summary 1. Assured PNT

* The degree of "Assurance” is driven by both
the PNT technique and the user-class
requirements.

» We have defined 5 broad PNT categories:
ABCST

* Major discriminators are the old favorites:
Accuracy, Availability/Coverage.

* Also critical for many are: Integrity and
Robustness to Jamming

Assuring PNT - Strategy and Status
4/20/25 © Bradford W. Parkinson 2025 o1



Summary 2: Assured PNT some emphasized points...

« Integrity of better than one undetected (HMI) fault in more than 1,000,000 is
required for many safety of life PNT applications.
(e.g. Train Control, autonomous cars, aircraft Landing, etfc.)
« Only GNSS-type space systems have demonstrated Cat A&B PNT.

o 24/7 worldwide dynamic accuracy to better than 5 cm (RTK) and Integrity: undetected Faults < 1in
10,000,000 with WAAS)

« LEO Augmentations demonstrate reduced susceptibility to jamming and much
better penetration of structures, ~ jammer range about 3% of Raw GPS they ~
meet PNT Category C, but usually in 2D. Can meet many Category T requirements.

o Full 3-D LEO with accuracy probably requires 250 to 300 satellite constellation. Doppler would reduce
the required constellation size, but with reduced accuracy.

- Time Synchronization is an important PNT application. GPS can be augmented with
a variety of systems (eLORAN, LEO, TV, optical cable...), depending on
requirements. Most trace back to UTC through GPS.

« eLORAN has 2-dimensional accuracy potentially 10 o 25m,in local Differential
region and time transfer 1.0 to 0.1 microsec. (Probably Unjammable.)

« Toughened GPS with phased array antennas has demonstrated reduced range
susceptibility to jammer of better than 0.2% of Raw GPS
(e.g. a1 kW jammer range < 2500 feet)

Assuring PNT - Strategy and Status
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Conclusions/Recommendations: PTA

» Protect: Efforts to protect GNSS Spectrum should be a high
priority effort of US Government

o Need stronger central direction and resources
o Proposed goal: pinpointing interference within 2 hours

» Toughening: With phased-array antennas, GPS resistance to
jammer power can be increased by factors of 100,000 or
more - decreasing jammer range by up to 99.7%. This
largely exceeds the natural toughening of LEO supplements.
The ITAR restriction on these antennas must be totally
removed.

« Augment: US should continue to pursue promising systems,
while recognizing that none have demonstrated capability to
meet PNT Categories A and B. In addition, tfime to achieve
full augmentation likely exceeds 5 to 10 years.
Many will require government sponsorship to close the business
case.
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Presenter Notes
Presentation Notes
If time allows, I would be glad to answer questions.
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