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271454Z AUG 97SUBJ: RUSSIAN AVIACONVERSIA PORTABLE GPS AND 

GLONASS JAMMER SYSTEM (U)

SUMMARY: (U) CONFEX - THE RUSSIAN FIRM AVIACONVERSIA MARKETED AND 

DISPLAYED ITS PORTABLE GPS AND GLONASS JAMMER AT THE MOSCOW AIR SHOW '97, 

19-24 AUG 97, IN MOSCOW, RUSSIA. THE 4-WATT JAMMER JAMS CIVILIAN AND MILITARY 

FREQUENCIES OF GPS AND GLONASS UP TO A RANGE OF 200 KM. PROTOTYPE AT THE 

SHOW - LOOKING FOR BUYERS.
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REUTERS/Sara K. Schwittek



Spoofing – Cost ↓ Capability ↑ Ease of use ↑

Iran, Dec 2011 

Las Vegas, Dec 2015

UT Austin, 2012-13 

Persian Gulf, Jan 2016 Russian VIP 

protection 

2016 - Present Portland 
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Signals & Maps

Jul 2018

US Southern Border

Dec 2015

All GNSS at Once 

June 2018

Pokemon
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Black Sea Spoofing Activity
January 2016-November 2018



Port of Shanghai, People’s Republic of China



More BeiDou than GPS in 130 of 195 Countries



‘BeiDou + GLONASS Better than GPS’ 
Global Times (China)







Spoofing? 

December 2011



January 12,  2016



January 12,  2016

• Right after US/Iran nuclear agreement

• Same day as President’s last major 

speech to the nation 

Spoofing?



Drone Shoot Down –

Did Iran Spoof It Then Shoot It?

June 2019



Russia Jamming GPS Signals in Syria 

to Counter US Drones – NBC News

GPS Jammed: Russia Is 

Messing with America’s F-35s 

– National Interest





‘China to Target GPS First in Cyber War’ –

Senator Sasse, Intelligence Committee





• Protect – GPS Signals

• Toughen – Users & Equipment

• Augment – w/other signals & sources

What to Do? 
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